Kak He cTaTh KepTBOM KUOEpHIpecTyIJIeHnl

[OCTWXKEHNA Haykm U TEXHUKWU, CO3[aHMe BCEMUPHOW CETU WUHTEPHET MO3BONUIM
NPEeCTYNHOCTU BbIATM HA HOBbIV YPOBEHb N 3aXBaTUTb KNOGEPNPOCTPaHCTBO.

Tenepb NPecCTYMHWKY HE HYXEH MPSMOM KOHTAKT C >XepPTBOW, OH MOXET cTaTb
Yyrpo3omn Ans Kaxgoro nonb3oBatensa «rrnobanbHON NayTWHbI», KPYMHbIX KOpropauuin u
LenbIX rocyaapcTs.

lMpecTynHOCTL B BUPTYasnlbHOM MPOCTPAHCTBE — SIBfIEHWE OTHOCUTENbHO HOBOE, HO
YacCTb MPECTYNIIEHNUN, COBepLlaeMblX B cCepe BbICOKMX TEXHONMOrMMu,— 3TO 3HaKOMble
Kpaku, MOLLEHHNYeCTBa, BbIMOraTenbCTBO.

KnbepnpecTynHoCTb — HE3aKOHHbIE JEeNCTBUSA, KOTOPbIE OCYLLECTBAIOTCS MOAbMN,
MCNonb3yLWNUMN  MHOPMALMOHHBIE  TEXHOMOMMM  Ana  npecTynHblx  uenen.Cpeau
OCHOBHbIX BMAOB KMBEprnpecTynHOCTU BbIOENAKT pacnpocTpaHeHne BpeaoHOCHbIX
nporpaMmmM, B3SfIOM MNaporien, Kpaxy HOMEPOB KpPeAWUTHbIX KapT M Apyrux OGaHKOBCKMX
PEKBM3UTOB, a TaKkKe pacnpocTpaHeHue npoOTUBOMNPAaBHOW  WHOpMauun C
ncnonb3oBaHuem cetn VIHTepHerT.

MpaBuna, KkoTopble NOMOryT Bam He cTaTb XXepTBOM KnbepnpecTynneHu:

— XpaHute Homep kaptoukm wun [MAH—koobl B
TalnHe;

— He WCnonb3ynTe OOWH naponb Ans  Bcex
WHTEPHET-PECYPCOB;

— K CBOEW OCHOBHOM KapTe B Bawem 6aHke
BbINYCTUTE  [OMNOSIHUTENbHYIO,  KOTOponm  Bydete
pacnnayvMBatbCd B WHTEpHeTe. Tyda nerko MOXHO
OyoeTr nepeBoAuTb HeOONbLUME CyMMbl OEHEr, U B
cnyyae KoMnpomeTaumm [aHHbIX [OCTaTOYHO MNPOCTO
3abnokunposaTb €€;

— PErynsapHoO NpoBepsINTE COCTOsIHME CBOMX BAHKOBCKMX CYETOB, YTODObI yoeanTbes
B OTCYTCTBUMN «JTULLHUX» N CTPAHHbIX Onepauuni;

— MOCTaBbTe NIMMUT Ha CYMMY CrMCaHUN U nepesoa B NMYHOM KabuHeTe BaHKa;

— He nepeynucnamTe [OeHbrMM Ha 3NEKTPOHHbIE KOWeEeNbKM M cyeTa MOBUIbHbIX
TenedoHOB Mpu onnate nokynok, ecnu Bbl He ybeannuce B OGnaroHageXHoOCTU
nuua/opraHusaumm, KOTopbIM NpeaHasHavalTca Bawwn cpenctsa;

— He NepeBOANTE AEHEXHbIe CpeacTBa Ha cHeTa He3HaKOMBbIX JnL;

— He nepes3BaHMBaNTe MU He HanpaBnanTe oTeBeTHble SMS, ecnu Bam noctynuno
coobLieHne o BrnoknpoBaHn BaHKOBCKOM KapTbl. CBsXKMTECh C HaHKOM, 06CnyXMBatoLLNM
Bawy kapty;

— OyabTe OCMOTPUTESNbHbI B OTHOLUEHWM MUCEM C BIOXEHHbIMU KapTUHKaMW,
nockonbky hannsl MoOrytT cogepxatb Bupycbl. OTKpblBanTe BIIOXEHUS TOMbKO OT
n3BecTHbix Bam oTnpaButenen n Bcerga npoBepsinTe BIIOXEHUS Ha Hanuyve BUPYCOB,
€CIN 3TO BO3MOXHO;

— He nepexoanTe HeobaymMaHHO MO CCbifikaM, COAepPXKaLMMCs B CriaM-paccblifikax.
YpoctoBepbTeCb B MPaBWUMIBHOCTM CCbIfIKKA, MNpexae 4YemM nepexoautb MO Hen u3
9NEKTPOHHOrO NUCbMa;

— He 3anosiHanTe MNoJSyYeHHble MO 3NEKTPOHHOW MnoyTe (PopMbl N aHKeTbl. JInyHble
AaHHble 6e30nacHO BBOAUTb TOMbKO Ha 3alUMLLIEHHbBIX canTax;

— HacTopoXutecb, ecnun oT Bac TpebywT HemegneHHbiXx OENCTBUM UK
npegcraBnaeTcs YypesBblyarHas cUTyauus. 3710 TOXe MOXeT ObITb
MOLLUEHHNYECTBOM,NPECTYMHMKN BbI3biBalOT y Bac owyleHne TpeBorn, 4tobbl 3acTaBUTb
Bac pencrtBoBaTth ObICTPO U HEOCMOTPUTENBHO;




— He pasmMmelLanTe B OTKPbITOM AOCTYrNe U He nepefasante MHMOPMaUUKO NUYHOro
xapakTtepa.

PaccmoTpum camble pacnpocTpaHeHHble CXeMbl
MOLUEeHHUYecTBa:

1. «3BOHOK U3 BaHka»

Bam 3BOHWMT He3Hakomel. Homep Bxoasiero 3BOHKa
OYeHb TMOXOX Ha Homep OaHka, a 3BOHALLMM
npeacTaBnsieTcss pabOTHMKOM  KOHTAKT-LEeHTpa  unu
cnyx6bl 6esonacHocTn 6aHka.

Belarus Bank

Ona peanu3auum  MOLLEHHUYECKON CXeMbl TakKke Viber Audio...
NCNOSb3YTCA MecceHmxepbl, npexae Bcero Viber.
Bxoaswmn 3BOHOK MakCcMManbHO 3akamydqriMpoBaH NoA
3BOHOK cOTpyaHuMka 6aHka: Ha aBaTapke MOXeT
ncnonb3oBaTbCa norotmn  GaHka  (NOMHOCTBIO MK
YacTM4yHO), a oTobpaxaeMbli TenegOHHbIN HOMep -~ '
3BOHSAILLEro MOXeT ObiTb O4YeHb MNOXOX Ha TenedoH

cnyx6bl nogaepxkn 6aHka.

* Number not in your contacts

Y MOLUEHHUKOB €CTb BO3MOXHOCTb 3BOHUTbL C HOMEPOB,
MOXOXUX  Ha  odmumanbHble  Homepa  BaHka.
3MoyMbILLNEHHUKM MEHSIOT undpbl B HOMepe, KoTopble
Bbl MOXXETE HE 3aMeTUThb.

Y Bac npocAaTt KoHpuaeHUumnanbHble AaHHbIe

MoweHHUK coobLaeT, YTo «baHK BbIABU NOO03PUTENBHYIO onepauuntio no Bawen kaptey
NN «NOCTYNUA 3anpoc Ha OHMNanH-oopMeHne kpegmta Ha Bawe nms».

OH npocuT y Bac normH n naponb ot WHTepHeT-6aHkmHra, kog n3 SMS ot baHka (B
OOnbLUMHCTBE Cry4YaeB conpoBoOXaaeMbln ppason «HukoMmy He coobLianTe!»), pekBU3UTbI
KapTbl (NOMHbLIM HOMeEp KapTbl U cpok ee pencteusi, CVV- nnu CVC-koa). ODTO HYXHO
AKOObI «ANA COXPAHHOCTU BaLLMX OeHEr».

Kak MoLweHHUK nbiTaeTca Bac yﬁeAMTb

e «MbI 380HUM C ogbuyUarIbHO20 HOMepa, rposepbme Ha caiumey.

e «B uensx koHudeHyuanbHOCMU S 6K/rYar poboma, Komopsbil 3awumum
gawu OaHHble» (Bbl CrbiWNTE B TPyOKe NErkMn LWenecT).

e [nsa ybeantenbHOCTM OH Ha3blBaeT BalUM MepCOoHanbHble [AaHHble (MMS,
OT4eCTBO, nocnegHue 4 undpbl KapTbl U Ap.) N NPOCUT NEPEBECTU AEHbIN «Ha
3aWUWEHHBIUO c4em, Komopbil 3aKpensiéH 3a epcoHasibHbiM MEHEOXEPOM:
3mo Hy»Ho 0511 6e3ornacHocmu, a rnomom 8bl CMOXXeme 8epHYyMb OeHbau».

e Wnn npocut HasBaTb BalN NEepCOHarbHble OaHHbIE WKW CEKPETHbIE KOAbl U3
SMS poboty, npu 3TOM B TpyOKe Bbl CHbILLNTE MY3bIKY.

« Bam npegnaraioT ycnyru CTpaxoBKM OT MOLLUEHHUYecKux Aencteui. Ons ee
odopmMmrieHMss HeobxoaMMO nNpPeaoCTaBUTb [aHHble O KapTe, Ha KOTOpOW
HaxogaTca  3HauuTenbHble  OeHexHble cpeactea wn - SMS-kog  aong
noaTBePXAEHUs onepawmu.



BaxHo! Hukomy He coobuiante CBOM NMYHblE AaHHbIe, AaHHblE KapT, 3alUUTHbIE KOAbl,
koabl n3 SMS! Ecnu ¢ kapTon, AeNCTBUTENBbHO, NPOUCXOAAT MOLLUEHHUYECKMe onepauuu,
BaHk cam MoxeT ee 3abnokmpoBaThb!

2. «lMoTeHuManbHbLIN NOKynaTenb»

MoLueHHMK npeacraBnseTcs
NoTeHumnanbHbIM NOoKynaTenem Toeapa,
obbsABNeHne 0 npopaxe KOTOPOro
O6bINO0  pasmeweHoO BamMu B ceTu
nHTepHeT. [lo KakMm-TO npuyMHam
«nokynatenb» He MOXeT CeroHs
npuBe3T AeHbrM, HO XO4eT mnpucraTb
Bam 3anor 13 pApyroro ropoga no
cucteme AVNCTaHUMOHHOrO
BaHKoBCKOro obcrnyxmBaHus.

Cchblnka

Ana npoBepkn NOCTyNNeHna nepeBofa MOLUEHHUK HarnpasnsieT BaM CCbIfKy Ha
(PULLWHIOBLIA CaWT, KOTOPbIA O4YeHb OMM30K MO Au3anHy Ha WCNONb3yeMbln Bamu
WHTEpHeT-6aHK uUnu CcTpaHuuy ANs BBOAA PEKBU3UTOB KapTOYKM ONS MOMyYeHus yxe
OTNpaBfeHHOro rnepesBoda MAeHeXHbIX cpeacTB. [locrne BBegeHUss BamMu B MNOSS
ULWMHIOBOro canTa napond W JIOfTMHa WIN PEeKBU3UTOB BalLEW KapTOYKkW, AaHHble
CTaHOBATCS JOCTYMHbI MOLLEHHUKY.

QR-kop

BMeCTO CChIfikn MOLLEHHMK MOXeT HanpaBuTb BaM QR-koa, KOTOpbIN Takke XpaHUT B cebe
CCbIIIKY Ha (UWKHroBbIN canT. lNocne BBegeHWs BaMmu B NOSs (PULLUMHIOBOrO cawnTa
naponsi U norMHa Wnn pPekBM3NTOB BalLEn KapTOYKW, OaHHble CTaHOBATCA AOCTYMHbI
MOLLEHHUKY.

BaxHo! He nepexoaute no nogo3putenbHbiM ccbinikam. [Onsa Beb-Bepcumn WHTepHeT-
GaHKMHra ucnonb3ymnTe ToNbKo oduumanbHbii canTt baHka, a gns mobunbHoOn Bepcumn —
TONbKO  MOBUITbHOE  MPUNOXEHWE, 3arpyXeHHoe K3 oduumanbHbIX  MarasvHoOB.
BHMMaTEnNbHO Kn3yynuTe camT, Ha KOTOPOM BBOAMTE 5WU4YHble AaHHble. Ob6si3aTenbHO
NpPoOBEepbTE HanM4uMe Takoro canta B UHTEPHETE.

3anomHute! [1ns nonyyeHus nepeBoa AEHEXHbIX CPeACTB HET HEOOBXOANMOCTU BBOAUTL
Cpok gencteus kapTbl 1 CVV-koa.

3. «CoobuweHus B counanbHbIX CeTAX»

MOLUEHHUK HE3aKOHHbLIM NyTeM nofnyyaeT AOCTyn
K CTpaHuM4yke B coumarnbHOM CeTu u OTnpasnsieT
cooOLeHust ¢ npocbbor hnHaHCOBOW MOMOLLM OT
UMEHN ee Bnagenbua apy3bsm.

Mpocbba moxeT BbITb camasa pasHas: oT «CKuHb
MHe OeHer Ha KapTy, no apyxbe» OO HexBaTku
AeHer Ha Gonbluylo NOKynKy. B pegkux cny4vasix
MOLLUEHHWUK [Jaxe nNpoCUT NpOM3BECTU onnarty




camocTosiTeNnbHO, obellas BO3MECTUTb 3aTpaThl NPU NINYHON BCTpeYe.

BaxHo! [py nonyyeHMn COMHUTENBHOIO COOBLLEHUS UNM Manenen HeyBepeHHOCTU B
TOM, YTO Bbl AENCTBUTENBHO O6LaeTech C BNagenbLemM CTPaHUYKN, MO3BOHUTE eMY.

4. «Posbirpbiwwn/pasgaum/onpocbkl oT BaHka unu MHbIX opraHM3aunmny

Ceroawa Viber npurnalaet Bcex
Ha npasfHuK !

Kynonb! Viber Out,Playstation
4,Xbox One u KpynHble
[eHEeXHble NPU3bl — HUKTO U3
YYaCTHUKOB He yuaeT 6e3
nopapkal

YyacTtBoBaTb:
www.viber-promotion10.com

QViber

10 JIET BMECTE
OAPUM MOAAPKU

KAXAOMY HALLEMY
NMNOAB30OBATEAKD

3ABPATbH MNMOAAPOK

10 net BmecTe!

©

MOLEHHNKN OCTaBNAT  BblOYMaHHY pekrnamy B
NonynsipHbIX couuMarnbHbIX ceTAX 06 onpoce OT UMEHWU
baHka n «Pasgaye npusos nepson 1000 npoweinx
onpoc!» nnu o ToM, YTO B CBA3U A rogosBLnHON baHka
nMBo  WUHBIM  3HAYUMbIM  MEPOMPUATUEM, MNOCNEOHUN
pasgaeT CBOMM KNMEHTaM JeHexHble npuabl. Llenb
onpoca — $KOOblI M3Yy4UTb MHEHWe KNMeHToB. [locne
NPOXoOXaeHnsi onpoca opraHmnsaTop obellaeT geHEXHOe
BO3HarpaxxgeHue.

OpHako, nocrne npoxXoXaeHus ornpoca Heobxoaumo
3annatutb HebOonbLUyld KOMMUCCUIO, CBSI3@HHYIO C
nepeyncrneHnem Bo3HarpaxgeHms numbo ¢  uenbto
nonyyYeHnss nocnegHero — BBECTU [JaHHble Bawen
©aHKOBCKOWM KapThl.

[aHHbIN Kenc Oo4YeHb pasHOOOpaseH M orpaHMyYMBaeTcst
TONbKO BOODOpaxeHnem MoLLeHHUMKOB. BmecTo onpoca
MOXET npegnaratbCa BO3MELLEHME HanoroBbIxX BbINMar,
KOMMeHcauus 3a HanuMyue Bawux [[aHHblx B ©Oase
«YTEYKM» U UHbIE MaXMHaLMMW.

BaxHo! [MocetTute odmumanbHylo CTpaHWLy OpraHu3auum UMM MO3BOHUTE B KOHTaKT-
LIeHTp Ansi NPOBEPKM HAaNM4Yns akumm, posbirpbilla unm onpoca.



